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S6: 812 /TB-TTAK An Khé, ngay 27 thang 7 nam 2026
THONG BAO

V/v dé nghi béo gia Thué dich vu Cloud phuc vu trién khai cac
hé thong phan mem HIS/LIS/PACS

Trung tam Y t& An Khé c6 nhu céu tiép nhan bao gia Thué dich vu Cloud
phuc vu trién khai céc hé thng phan mém HIS/LIS/PACS:

I. Théng tin ciaa don vi yéu cau bao gia

1. Pon vi yéu ciu bao gia: Trung tam Y té An Khé

- bia chi: 01 Chu Van An, phuong An Khé, tinh Gia Lai.

2. Thong tin lién hé ciia ngudi chiu trach nhiém tiép nhan bao gia

- Nguyén Vin Hanh - Nhan vién Phong Ké hoach — Nghiép vy, Trung tam
Y té An Khé.

- bia chi: 01 Chu Van An, phuong An Khé, tinh Gia Lai.

- Bién thoai: 0963532171

3. Céch thic tiép nhan béo gia

- Nhan tryc tiép tai dia chi Phong Ké hoach — Nghiép vy, Trung tim Y té
An Khé.

- bia chi: 01 Chu Van An, phuong An Khé, tinh Gia Lai.

- Nhan qua E-mail: 5900275750@inetcloud.vn;

- Thoi han tiép nhan bao gia: tir 15h00 ngay 27/7/2026 dén trudc 16h
ngay 31/7/2026.

- Céc bao gia nhan duoc sau thoi diém trén s& khong duoc xem xét.

- Thoi han ¢6 hiéu luc cua béo gia: Téi thiéu 90 ngay, ké tir ngay bao gia.

I1. N§i dung yéu cau béo gia

1. Danh muc yéu ciu bao gia (theo cac Phu luc dinh kém)

2. Ho so bao gia gdbm ndi dung sau diy

Gia cua dich vu dd bao gém tat ca cac loai thué (néu cd) va chi phi lién quan.
Thoi gian thué dich vu CNTT: 06 thang.
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Thé hién rd ngay bao gia, hiéu luc ctia bao gié, chirc danh nguoi ky bao gié.

S6 luong béo gia: 01 ban.

Ngbn ngir st dung: Tiéng viét

- Béo gia dugc ky tén ngudi dai dién hop phap ctua Cong ty san xuat/ nha
cung cip va dong dau (néu cé). Trudong hop uy quyén, phai giri kém gidy uy
quyén ky bao gia. Truong hop lién danh tham gia bao gia, dai dién hop phéap cua
tat ca cac thanh vién lién danh phai ky tén, dong dau (néu ¢d) vao bao gia.

Chung t6i rit mong nhan dugc sy hop tic nhanh chéng va Ho so béo gia
day du thong tin ctia quy don vi.

Xin tran trong cam on!

Noi nhdn:

- Céc Cong ty san xuat/kinh doanh phan mém;
-Ban lanh dao TTYT;

- CNTT - Pang tai trén trang TTDT don vi;

- Luu: VT, KHNV.

Tran Dl’rc‘Phu’O'ng
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Phu luc |

DANH MUC PE NGHI BAO GIA
Thoi gian thué dich vu CNTT: 06 thang.

STT Hang muc Céu hinh
vCPU 24
A 1 RAM (GiB) 96
L Elelgﬁ_rl SF;ET\; e hé thong Luu trit SSD (GIB) 500
Luu trir HDD (GiB) 500
vCPU 24
At A RAM (GiB) 96
2. [Server phuc vu hé thong PACS Luru trr SSD (GiB) 500
Luu trir HDD (GiB) 1.000
Luu trit dit liéu dang doi tuong . .
3. (Object Storage) Luu trir HDD (GiB) 200
4. |IP Public (IPv4) 1 1P Public 1
5. [Tuong lra ao 1
5 Dich vu tuong ltra bao vé tng dung 1

web




Phu luc 11
DANH SACH CHUC NANG CHI TIET
VA YEU CAU CHUNG

1. Yéu cau vé ky thuat cong nghé, dap @ng yéu cau chat lweng dich vu

Nha thau cung cap dich vu Thué ha tang Cloud dam bao c4c yéu cau vé
dich vu va ha ting Trung tam dix liéu cai dit ha ting Cloud nhu sau:

1.1. Yéu cau dich vu Cloud Server

- Ha tang dién toan ddm mAy cung cap duogc trién khai theo dang goi tai
nguyén ao hoéa tinh toan va luu trit, c6 kha nang khoi tao nhanh chong, dugc
trién khai tai Trung tdm di liéu cia don vi cung cap dich vu dam bao cap do
ATTT cap d6 3 trd 1én theo quy dinh.

- Y&u cau vé hd tro IPv6 cho mang ao: Bam bao vé tinh san sang véi Ipv6
hoac giai phap nang cip hé théng dam bao sin sang véi Ipv6 néu co cac noi
dung lién quan hoat dong trén moi truong Internet.

- Ha tang dap ung céc tiéu chuan an toan théng tin va bao mat dam may
ISO 27001:2022, 27017:2015 (c0 tai liéu chirng minh va con hiéu luc).

- Cong nghé dap tng nhu cau da dang cia cac don vi s dung, trong d6
khuyén khich cung cap dich vu trén cac nén tang ma nguén mo.

- Thoi gian trién khai cung cap dich vu trong vong 10 ngay ké tir ngay
hop dong c6 hiéu luc.

1.2. Y8u cdu Vé tinh néng dich vu
1.2.1. Tinh nang dich vu may chu do

- Tinh ning yéu cau cta dich vu may a0: Dich vu may chii 40 cung cap
nang luc tinh toan nhu mot Server vat 1y, trén moi truong cong nghé 4o hoa.

- Tinh nang khoi tao may chu ao, tai nguyén dam may dang goi: Pon vi
quan tri hé thong hoan toan c6 thé cha dong sir dung dich vu va cép phat tai
nguyén cho nhimng don vi khéc trong to chirc qua cac thao tac don gian trén giao
dién quan tri (khuyén nghi dung giao dién web), chu dong chon géi cau hinh
(VCPU, RAM, Storage (HDD/SSD), IPV4/IPv6), chon hé diéu hanh (hd trg da
dang cac loai) trong qua trinh khei tao dich vu.

- Truy cap va su dung may chu ao: Hé théng hd tro nguoi ding truy cap
va str dung may chu ao (Virtual Machine — VM) bang cach truy cap truc tiép
théng qua Portal hoic truy cap théng qua giao thirc nhu SSH véi hé diéu hanh
Linux va RDP d6i véi hé diéu hanh Windows.
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- Str dung may chu 4o0: Hé théng hd tro nguoi ding c6 thé sira, x6a, doi
tén, ting dung luong luu trit, thay doi cau hinh tai nguyén tinh toan (vCPU,
RAM), d6i mat khau.

- Giam sat CPU, Network, Storage: Hé thong hd trg nguoi ding ¢ kha
nang theo doi dugc hoat dong cua cac VM theo cac khoang thoi gian 1 phut, 5
phut, 1 thang, 3 thang.... C6 kha nang tuong tac trén cac biéu do giam sat, tap
trung khung nhin vao mot giai doan thai gian, hodc hién thi tac thi di liéu giam
sét tai ting thoi diém.

- Quan ly Keypair caa may chu ao: Keypair la dich vu gitip nguoi dung
truy cap vao may ao khong can mat khau. Mdi cip khéa theo md hinh
Public/Private key co6 do dai 2048 bits vi thé s& nang tinh bao mat 1én rat nhiéu
thay vi sir dung Username/password nhu binh thudng. Nguoi ding cd thé tao ra
cac cap key (private va public key) dé 1am cong cu bao mat cho may ao Linux.
Khi khoi tao may 4o, public key sé duoc cai dat vao may ao, sau dé ngudi dung
sé& str dung private key dé dang nhap vao may ao thay cho username va password
thong thuong.

- Quan tri may chu 40: Hé théng hd trg ngudi ding cé thé xem duoc tong
thé cac tai nguyén va lich str cap phét st dung tai nguyén trén portal hé théng.

- Thiét lap cac chinh sach bao mat cho may cha ao: Tich hop cac giai
phap dung dé quan tri viéc mo két ndi giup nguoi dung ngan chin céc truy cap
trai phép va chi m¢ cong dich vu dé truy cap theo nhu cau. Khi mot may ao
duoc khai chay, may ao duoc lién két véi mot giai phap quan tri két nbi nay dé
xac dinh luu luong dugc phép truy cap vao nd. Nguoi ding cd thé lya chon
chinh sach mic dinh (default) hoic tao méi chinh sach dé ap dung cho may chu
a0 theo nhu cau caa ca nhan/don vi.

- Thiét 1ap ving mang riéng 4o (Virtual Private Cloud — VPC): Cho phép
khoi tao mot hoic nhiéu mién trao doi dir liéu doc 1ap, bao mat va c6 kha ning
m& rong. Nguoi ding cd thé dé dang quy hoach cac dai mang (Subnet) khéc
nhau cho cac nhom dich vu khac nhau, dam bao két ndi giita ching va té chuc
md hinh két néi ra internet linh hoat thong qua Elastic IP va Internet Access. Ho
tro tinh ning cho phép két ndi tai nguyén gitra 02 VPC véi nhau ma khdng can
s dung Elastic IP (dbi véi cac hé théng ung dung khong thdng ra ngoai
Internet).

- Thiét 1ap chinh sach truy cap (Security Group): cho phép han ché/cho
phép truy cap vao may chu ao, hoat dong nhu mét tuong ltra ao co ban. Khi mot



6

may 4o duoc khai chay, may ao duoc lién két véi mot hoidc nhiéu Security
Group, xac dinh Iuu lugng truy cap duoc phép truy cap vao no.

- Hb trg Dual IPv4/IPv6: Trén giao dién quan tri, ngudi dung cé thé lva
chon khoi tao cong két néi cd sir dung IPv6 di cung véi dia chi IPv4. Mic dinh
thi cong két ni chi cap phat IPv4 cho nguoi dung dé dam bao ngudi ding thiét
lap cac chinh sach bao mat dung. Do viéc chay dong thoi IPv4 va IPv6 thi moi
chinh sach bao mat phai thao tac 02 lan véi mdi dia chi.

- Bang thong (BW) dich vu may chi 4o: Bing thong cam két gitra cac
VM upto 300Mbps, BW trong nuéc upto 300 Mbps, BW quéc té 1én dén 10
Mbps.

- Hd tro cac hé diéu hanh may chua ao: Window 7/8/10 32 bits va 64 bits;
Window server 2008, 2012R2, 2016, 2019; Ubuntu 16.04, 18.04, 20.04;
CentOS/RHEL 7 va cho phép khéach hang tu cai dat hé diéu hanh tir kho thu vién
ISO sin co.

1.2.2. Tinh nang dich vu luu triv

- H3 trg da dang cac loai hinh luu trit: luu trit dang khéi (Block Storage),
lwu triv dang File (File Storage), luu trit dang d6i tuong (Object Storage)

- Tinh nang dich vu luu trit dang khéi (Block Storage): Hé théng cung cap
nang lyc bo nhd HDD, SSD. Véi nhiing nhu cau can hiéu ning cao thi ngudi
ding st dung SSD, bén canh d6 d6 néu nhu cau can hiéu ning binh thuong thi
nguoi ding cé thé dung HDD.

+ Hé théng cung cap khéng gian luu trit dang Block Storage, dugc trang
bi giam sat, ghi log va canh bao cha dong, trién khai trén céng nghé SDS -
Software Defined Storage.

+ Khai tao dung lwong luu trir: Ngudi dung c6 thé tao mot 6 Iuu trir gan
ngoai dé tang cuong kha niang luu trir cho may 4o caa minh. C6 thé sir dung nhu
mot 6 cing ngoai, khi may 4o bi hay, dit liéu trén volume s& khong bi mat di.
Nguoi dung c6 thé chu dong chon dung lugng luu trit (HDD, SSD) theo nhu cau
su dung.

+ Tinh ning st dung dich vu luu trit: Nguoi dung c6 thé xem, thay doi
dung luong, gan/gd 6 cing vao/ra khoi may chu 4o, x6a 6 cang.

- Tinh nang dich vu luu trir dang File (File Storage): luu trix dit liéu cho
may chu 4o dudi dang file-based. Dit lidu dugc luu theo md hinh phan cap trong
cac cdy thu muc, duoc hién thi cho ca hé thong luu trix 13n hé théng truy xuat
dudi cung mot dinh dang.
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- Tinh nang dich vu luu trit dang dbi tuong (Object Storage): luu trix
object tuong thich vai chuan S3 cia AWS va cho phép ngudi dung luu trir va
truy cap mot luong 16n dit liéu. Object storage sir dung lwu trit phan céap (cay thu
muc) thong thudng nhu filesystem truyén thong trén cac 6 dia, Block storage
hay File storage

1.2.3. Tinh ndng quan tri ha tang dam may

- Giai phéap quan tri ddm may (cloud management) c6 co ché quan tri goi
tai nguyén (resource pooling), da ngudi ding (multi tenant) va hd tro nhiéu vi tri
(multi site).

- Cho phép don vi quan Iy ha ting chi dong khai tao, nang cap, xda cac
may chu ao, cac anh chup (snapshot), cac tai nguyén khac qua hinh thac quan ly
theo dyu an dam may (Cloud Project Management). Trong d6 phan tai nguyén
cap phat cho dy an duoc dung riéng biét, khéng cé chia sé tai nguyén véi cac du
an khac.

- Trén giao dién quan tri c6 kha ning giam sat tai nguyén hé théng (CPU,
RAM, HDD, Network) cac may chu 4o theo ngay/tuan/thang.

- HJ tro nguoi dung cha dong thiét ké, cau hinh so d6 mang 4o cua hé
théng: Phan chia zone (DMZ, APP, DB..) bang cac ving VPC, cip phét
IP/Subnet, tao cac chinh sach bao mat, cac giai phap tuong lta 40, can bang tai
a0, luu trir va sao luu ddm may, ....

- Quan ly, phan quyén truy cap cho user quan tri.

- Kiém soat nhat ky, su kién, tai nguyén du an.

1.2.4. Tinh nang dich vu twong lua ao

Cung cip md hinh 01 tudng lira a0 thé hé mai (Next- Gen virtual Firewall
V61 tinh nang:

- H trg cau hinh cac quy tic va chinh sach vé network

- Phong chdng xam nhap (Intrusion Prevention System- IPS)

- Cung cap giai phap mang riéng 4o (Virtual Private Network- VPN)

- C¢ tinh ndng Anti Malware/ Virus

- C6 cong chuyén doi dia chi IP va cong dich cua cac goi tin gii tir mang
LAN di ra mang WAN
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- C6 cong chuyén tiép (Port Forwarding) cho phép chuyén tiép yéu cau
két ndi dén mot cong (port) cua mot thiét bi mang dén mot cong khéc trén mot
thiét bi mang khac

- C6 tinh ning yéu cau nguoi dung phai xac thuc tai khoan trudc khi truy
cap vao hé théng mang (Captive Portal)

1.2.5. Yéu cdu vé dich v phong chéng ma déc

- Quan ly 15 hong, va tich hop tri tué nhan tao, san pham ndy cung céap
mét cap d6 bao mat toan dién cho may chu.

- Tuy chinh chinh sach bao mat, tich hop bao vé da 16p, va kha nang cap
nhat ty dong dé dam bao rang may cha luén dugc bao vé khoi cac méi de doa
mang va phan mém doc hai.

- Pam bao tinh an toan cho ha ting may chua caa ho trong méi truong dam

may.
1.2.6. YBu cau vé dich vu fuong lira bdo vé iing dung web
- Ngin chin tan cong Top 10 OWASP
- Ngin chin tan cdng Web chuyén sau
- Ngin chin tan cong DDoS tang ung dung

- Ngin chin tan cong DDoS tang mang
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